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Goal

We were given the task to develope a service
ecosystem that offers real and immediate benefits
for the participants while generating data that is
valuable for municipalities in fighting or managing
the COVID crisis. The underlying data donation
system should be able to process aggregated and
Individual data.
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First steps

In order to make stepps in the direction of improving

how we deal with this wicked problem, we first

needed to think about all the different factors which
might have an impact on the service which we would

be developing.

For this we brainstormed which problems exist,
framed them with a problem framing tree,
pinpointed the core problem in our our problem
statement and came up with the “how might we”
question that summarizes our goal, after defining

what we are looking for we started thinking of some

Ideas on how to do this.
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Problem statement:
“If we fail to find diverse data sets, then the service will discriminate/not
reach/put off certain groups and give a distorted picture of reality.”



How-might-we question:
“How can we create an incentive for all people and ensure that they can
use and understand the service?”
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Research

When starting off with such a big topic, one
Important step for us was to research how and what
data is currently being used to help people and what
already exists. Important topics to us were how data
Is collected in Switzerland, how the SwissCovid app
works, reasons why people do and don’t want to
Install it, the role of data in a crisis and how
companies and the government deal with the data.



Research findings

Some inspiring findings were the luca app, an app that is similar to the covid app that also has a keyring with a QR-code
on It, which is a great alternative for users without a smartphone. Katwarn, which is a german warning and information
system for catastrophies. SOCMINT which Is the practise of using social media to specifically monitor security/safety

Issues. The example of the Haiti eart
population to find out who needs he
productive discussion was Faceboo

nquake, where social media played an important role collecting data on the affected
p? Where are they located? And what to they need? Another finding which lead to a

’ (11

K’s “mark yourself as safe” feature. We read about the importance of crowdsourced

mapping in crisis zones. And came up with the hypothesis that people would be more likely to give their data to help if

they knew what it

was being used for and felt like they were helping people in need.

To summarize we learned that data can provide an insight into the fast-changing situation and help drive an effective
disaster response. It can influence decision making, problem solving, coordination and conflict resolution.



Organization

Team Canvas Basic P ——

i PORaNl TingaA0 APSe 001k O 4icia e e Team name ste | 30.03.21

© oonLs £ ROLES & SKILLS Especially while brainstorming, our Miro board
owe g e ) . = - tended to get very cluttered and we noticed that it
= B B8 &5 = = 8 -~ B became time to do some organizing. To divide and
o conguer and work more efficiantly, we used the

“team canvas basic” to find our roles and see what

B vaLues J= RULES & ACTIVITIES similar goals and values we had. Then we sperated
| the different sections of our work, ordered them
2 = - = chronologically and then we color coded depending
- on what type of work it was, whether they were
breaks w . -
d— — Ideas, research, feedback or something else. The

comment function on Miro was also very helpful to
share opinions with the team, while working
asynchronously and via zoom.
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|. Gesellschaftliche Anforderungen

1. Epidemiologischer Sinn & Zweckgebundenheit
2. Freiwilligkeit & Diskriminierungsfreiheit
3. Grundlegende Privatsphare

4. Transparenz und Prufbarkeit

|l. Technische Anforderungen

5. Keine zentrale Entitat, der vertraut werden muss
6. Datensparsamkeit
7. Anonymitat
8. Kein Aufbau von zentralen Bewegungs- und Kontaktprofilen
9. Unverkettbarkeit

10. Unbeobachtbarkeit der Kommunikation

Service blueprint

On the next 2 slides we will go into detail about our
first draft of the service blueprint. However before
we started it, we spent a long time discussing how it
should work and what systems are built in to prevent
problems from arrising. We will go into further detalil
on this near the end of the documentation. We also
wrote down a few guidelines for privacy, which you
can see on the left, which we feel we must stick to,
to ensure people are protected. Some very
Important points are that people who deny access to
their data or want to go about their way, are should
not face any negative consequences. This is the
responsibility of the government, not our app. Our
app needs to be easy to temporarily deactivate or
permanently uninstall. Cryptography and
anonymization is neccessary to ensure the user’s
privacy Is protected.



How the general population could use our service

Our service does not require you to download our app, however if you download the app you will have more options and
yvour journey will be simplified greatly. You begin by taking a corona-self-test which each have an individual QR code. If
the result is positive you're supposed to get a PCR-Test to verify this result and if you have our app, you'll be guided
through the process of booking one after you scan your test. You will have the option of filtering appointments according
to time, date and place and what is available near you. If the PCR-test comes back positive you will be given the option
to share your data and inform people through contact tracing, so that they know they should tested. If the PCR-test or
the original self-test comes back negative, then you can request a certificate from the doctor if you don't have our app,
which you can use to gain access to events. If you do have our app, you can directly scan your test and get a digital
certificate (QR Code) which also grants you access to events. By using the app you will also have a clear overview of the
time the tests are still valid.
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Who is involved?

Another important step was analysing who the key
partners are and which role they would play when
Interacting with eachother. You can see our map of
the key partners on the left. Everyone plays an
Important role, from the users using our service, to
the producers producing the vaccines and tests,
without which our service wouldn’t be possible to
begin with.

On the following slide you will be able to see the
distribution map we made, which shows how the
products necessary for our service are distributed
and how where the different key partners are
envolved.
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SwissCovid 2.0 main functions FU nCtiOI‘IS al‘ld COI‘ICe pt

rests; Contact | The first of the core functions of the app is

tracing

3. Getl avaccine

Access

documenting vaccinations and coronatests, so that
the user can show proof to gain access to events.

We decided to keep the function of contact tracing
function the same as in the previous SwissCovid app
version, because this helps the user detect possible
Infections early on.

. 1, User want to buy a self test 1 M
Navigate Z. User wants to get tested General - RAFTRT. WASUTES
2. Statistics

Hl‘ld EISEiEt 3, User wants to get a vaccine Infur matiun 3. i IO,

A User was in contact with an infected

IMMUNITATSAUSWEIS :
On the other hand, another adjustment we
KONZEPT DATEN | ECOSYSTEM . ' .
g Implemented was that we've made planning the
ST *"*". . “" tests much easier for the user to do, by guiding them

g crotr i St according to their location, needs and wishes.

1 errr ko b egiryeler

Leitfrage ratantedsysiem Service Touchpoinis &

TR T S — e i e, g e (e, [ Bk g g Artetacts

e | TR | et The last main function was gathering the current
Yt bt I Gt Information about the Covid-situation in clear
——— | = manner in a singular space, because It is currently
hard to find and spread out through various articles.
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Value and business model

After filling out the business model canvas and value
proposition canvas which you will be able to see In
the next 2 slides, we came to the conclusion that the
main 3 advantages that our app has to offer to the
municipalities are that it can help reopen of events
for people who are Covid-19 negative or vaccinated.
That extraordinary support in various sectors being
able to be reduced. Lastly, the gathering of more
Information so that more useful measures can be
Implemented and analysis and studies are able to be
carried out in more detail
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The Value Proposition Canvas

Value Proposition Customer Segment

Assistant in Covid crisis
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First wireframes

After working out what our main functions were, we
started experimenting with wireframes, the focus of
these were to keep them clean and simple, so that
they are easy to use for people of all ages. We
wanted it to look sleek, however to still include all of
the options we had planned and lots of compact
Information.
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Scanne den
QR Code

< Haben Sie Probleme? >

First prototype

For our video we wanted to built a prototype to go
along with our wireframes that could better
demonstrate our vision. We built a selftest made out
of polystyrene and stuck a printed out barcode onto
It, which the user “used to test himself” in the video.
The user then “scans in the test” in the video, and
we can see a photoshopped picture of the negative
test on his phone. Now that he is negative, he can
show the QR-code at the entry, regain access to
events and enjoy his freedom again. In the following
slides you can see a few screenshots from our fist
video demonstrating our concept.
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Survey learnings

We surveyed 33 people and observed that data
protection is very important to most people.
However most people would be okay with giving out
their data anonymized if they were informed when
and for what their data is being used.

Another point is that only around half of the
surveyed people would be interested in using a
negative test to go to events.

Most people would rather not give out their data at
all, however It Is not a deciding factor when it comes
to whether they will use a service/product or not.

25 1n 33 people would be prepared to share the data
of their health during a crisis situation, however only
16 In 33 people have the Covid-App installed. What
could be the reason for this?



User test - fake article

In addition to the surveys, we created a fake
photoshopped PDF article to find out what people
really think of our idea. The reason behind doing this
was that people are more likely to be honest about
what they are thinking when they are talking about
someone else’s app or project compared to what
they would say of they think you are a part of It.
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Article feedback and learnings

From the article, we gained quite a broad range of
opinions, as you can see on the left (only a portion of
the feedback is included in this slide). One
Interesting insight, was that the people who are
critical of the app and are worried about their privacy
tend to have a general distrust of governments and
would rather use an app owned by a third-party. This
lead us to believe that these people may not be
swayed by different functions of the app itself,
Instead by how or by who it iIs marketed or by having
a positive experience with the app, e.g. their friends
using it. Many who think it’s a good idea think
offering an advantage by using the app would help
motivate people to install it and keep it installed and
that the impact it would have on the businesses
reopening is a positive thing.



Tweaking wireframe functions

We took the feedback into account and made a few
minor adjustments, after more discussions.
However, the general iIdea stayed the same, the main
functions remained getting access to places with
your digital health pass, checking-in easily and
anonymously at any facility, being able to book an
appointment to get tested or vaccinated and getting
up-to-date information about the pandemic.

After finishing the wireframes based on functionality
(which you can see on the next slide), before moving
on to the fine-tuning, we did a few user tests, just to
make sure a broad range of users were able to
intuitively find their way around our app. According
to those we had tested and what we had observed,
this worked very well.
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Moodboard and style

After we finished the functional part of the click
dummy, it was time to fine-tune it. We analysed what
colors and types of icons the current SwissCovid app
uses and made a mood board which you can see on
the next slide. After that we experimented with
various different styles and colors, which led to long
discussions colors until we were all happy with the
result.
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Storyboard

For our video we thought it would be important to
focus on the 3 main groups of people who would
benefit from using our service. The first being the
civilians, the second group being businesses and the
third being the federal government, cantons and
municipalities.

The aim was to quickly show the impact of the crisis
on each of these groups, how our app could help
better manage this situation and how it can help
these groups work together and mend their bond
with eachother.
















Win-win for all involved

During the video it should become clear that each of
the 3 groups Is able to benefit from our app. The
users are able to view and use their digital test and
vaccination results, there is a check-1n function
available to them, they can stay informed on posible
Infections through contact tracing and through
privacy by design they can do all of this with peace of
mind. The organizers and businesses can safely
reopen, they can get an overview of the number of
guests and they nolonger need to deal with messy
paperwork. Lastly the federal government can gain
access to anonymized data for the crisis
management, this can form a basis for taking
targeted measures and the framework is
transferable for other crises.



Features

Decentralization Secured Verification
All data is stored locally. The data can be forwarded Verification is done via Bluetooth, so neither contact details
anonymously to the central server with permission. The nor an ID have to be provided.

central server receives minimum amount of information
tailored to its requirements.

Health Certificate Rapid Covid-19 Test
The health certificate includes the gathered covid Each Rapid Test contains an ID and linking it to the
tests and vaccination status. The data is stored in app enables verification of the test.

the blockchain and transmission is only possible
with the private key.

Check-in Contact Tracing
In the facilities, guests can check in by scanning the Contact tracing allows to collect the close contacts
OR code of the place there without sharing any data. with proximity and in the positive Covid case, the

stored contact persons can be informed that they
were in contact with an infected person.



For the Bussinesses

With SwissCovid Business you can easily check if your guests have a valid health certificate. In
addition, you can implement the contact data collection for your catering business or your event

location.

App overview

- Organizers can scan one visitor after the other in a fast and easy way.
« Catering Businesses can profit from the automated contact data collection of their clients.

» Clients can

« Organized overview of the clients that came and when they left.

Collected Data

EIE Events

B2 The information the Business User can view and
also share with the BAG are the number of
guests, the time and date of their arrival and
departure. The amount of vaccinated guests,
negative tested guests as well as the positive
tested. Which kind of event is taking place. If it
Is an event in the future or in the past.

Check-In

The information the Business User can view
and also share with the BAG are the
number of guests, the time and date of their
visit, the rough location of the space and
the positive cases that occured.



For the federal government, cantons and municipalities

The cantons and the municipalities have access to the data that can support them in combating the pandemic. The
Confederation has access to the general.

App overview Events
- Installation rate - Cantons / place / postcode
« Active / passive usage rates « Number of participants (negative rapid test / negative PCR /
- Data donation rates vaccinated)
- Registered Covid codes « Date

« Type of event
« Checkin number/time

Risk level Facilities
+ Low « Checkin number/time/date
« Particularly vulnerable / works in « Check out Number/Time/Date
the health sector - Tested positive Number/Date

Tests and proportion of positive tests

 Proportion of posivite PCR, antigen or self-test by postcode
« Proportion of posivite PCR, antigen or self-test - Time trend
« Proportion of invalid or unscanned self-tests



Design decisions and function

On the next slide you will be able to see how Rapid
Test Verification works. This was an important
function that we needed to pay attention to, to
prevent false test results. If the code (and the test)
has been used before, then it i1s no longer valid. The
random test code is also liked with Bluetooth ID,
date and time, this is to make sure someone doesn’t
screenshot the QR-code and send it to someone
else.

PCR, rapid and antigen test results can be stored
locally. This information serves as a self-check and
proof of health for bars, restaurants and events. The
user’s iInformation is verified at the entrances of
visited sites via their encrypted Bluetooth ID. This
eliminates the need for contact details.

These decisions ensure both privacy and safety.



How Rapid Test Verification works

Scan the QR code which 1s on Rapid Test. ]—{ Match the code in the server /{ Make the rapid test and scan the result ]—{ Generate a random code

|

Linking the random test
code with Bluetooth ID,
date and time

Was the code ever decoded?

|
|
h g

J—/L( TN: 84282718 (=] e =]
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[ No longer valid } Decryption QR code }/ \
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[ Send the result to the server }




To summarize

The reason why SwissCovid 2.0 is a game changer is that it’s designed to facilitate cooperation between the federation,
cultural practitioners and the population. Everyone should benefit from collaborating.

Privacy by design and safety are our focus. SwissCovid allows individuals to maintain control of their personal collected
Information and share it in a way that is secured, verifiable and anonymous.

Freedom and personal choice is maintained because our service ensures data minimization. Data sharing is not a must
on data collection. Collected data can also create value, when it’s locally stored. People are allowed to share the data
with the covenant, but without a data sharing it also serves its purposes.

Crisis management is the aim. The collected data is to be evaluated by the federal government in times of crisis and
used to develop crisis management measures. The analysis of the data leads to measures and solutions.



Looking back

Datenschutz

During this module, we got the opportunity of dealing

Alle Angaben, die Sie hinterlassen,

gee;s;r; g with an interesting and relevant wicked problem,
Einverstandnis werden die Daten mit which contains many different facets and affects
iﬁlﬁiﬁfﬁ:ﬁ%ﬂ?Qrﬁ;in. many different people, so there was quite a lot to do.
Somehow we remained calm and motivated, worked
e together and managed to organize ourselves without
S any issues. We discussed the best approach to a
mgten solution after hearing many different opinions and
anonymisiert weighing the pros and cons regarding each of them,
Checlein while working with people we haven’t worked with
et before, we also learnt a lot from each other.
e et Many mathods which we learnt are applicable in

many different areas and it was great being able to
practise tools which we have previously worked with.

All in all it has been a positive learning experience.
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